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* Welcome to Jammertest 2024

« Safety

» Code of conduct

Ag en da. « Test chations — explanation
« Technical program

« Communication

* Practical information

* Networking events & hospitality
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Jammertest 2024: Record high interest with more
than 250 participants from all over the world
registered

Photo: David Jensen
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High visibility clothing is MANDATORY
and shall be used at all times when
outside!

Safety
High visibility clothing
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Code of conduct

We want this to be a week of working together, learning and having a good time !

No requirement to share findings, but we strongly encourage you all to share as much as possible during
Jammertest, and also publishing your results

Friendly, inclusive and informal atmosphere; be friendly, respect each other’s boundaries, be curious and
last but not least help each other, we are quite close to the end of the earth

Taking photos is generally allowed, but if you take pictures with persons or equipment in focus ASK first!

All NPRA officials in their distinct orange suits are first line contacts for any questions or feedback, just grab
one of us and ask!

If you observe unacceptable behaviour from anyone, come talk to Siri (Chief of staff) @

VAT

Statens vegvesen

Smile as much as possible ©
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Monday

09.00 — 11.00 Arrival, registration and equipment deployment
11.00 — 13.00 Welcome and safety brief

13.00 — 14.00 Lunch at HQ (Bleik)

14.00 — 18.00 Afternoon test block

18.30 — 19.00 Evening debrief; safety and potentially sharing results

U 0 0 0 0 O

20.00 — 22.00 Networking dinner

Program
overview

Tuesday, Wednesday, Thursday

08.00 — 08.30 Morning safety brief

09.00 — 13.00 Morning test block

13.00 — 14.00 Lunch at HQ (Bleik) and Stave

Time Schedule

14.00 — 18.00 Afternoon test block

o 0 0 O O

18.30 - 19.00Evening debrief; safety and potentially sharing results
Friday

O 08.00 — 08.30 Morning safety brief

09.00 — 13.00 Morning test block

a
0 13.00 —14.00 Lunch at HQ (Bleik) and potentially sharing results
a

14.00 — 16.00 Down rigg of equipment, goodbyes and departure
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Test areas

Three locations, where we can work in
parallel:

Test area 1: Main test area
Test area 2: Sand box

Test area 3: Motorcade

Additional transmissions done at
airport, DUTs must be helicopter or
airplane
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How to use the test
areas

« Allare free to roam between test
sites

« To book time slots on Wednesday,
book with reception / registration
point

 If you know you want to use test site
2 and/or 3, registrate at reception /
registration point

 All are free to decide where to

spend their time and what to do

 The organisers create the
GNSS RFI environments

* The participants conduct tests
freely within these environments

Bleiksoya

Otervika |

Hemundberget
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Program
overview

Test block view of
transmission plan

Monday

Tuesday

Wednesday

Thursday*

Friday

High power stationary jamming

Meaconing

High power unintentional RFI
Long-time high-power jamming
(evening)

Stationary spoofing
(mainly position, navigation)

SBAS spoofing

Stationary spoofing
(mainly timing)

Repetitions, variations of
previous tests, special attacks

Low power stationary jamming

Circular multi-jammer scenarios

Drone scenarios

Book time slots on hourly basis

Drone scenarios

Circular multi-jammer scenarios
(repetition)

Low power stationary jamming

Repetitions

Motorcade (with low-power
jammers)

Motorcade (with low-power
jammers)

Book time slots on hourly
basis

Mobile spoofing (SDR)
(mainly position, navigation)

*Thursday’s morning test block also has airport jamming transmissions
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Monday’s Transmission plan (09.09.24)

Site 1 - Bleik Site 2 - Grunvatn Site 3 - Stave

Briefing (mandatory!) - 08:00 - 08:30

14:00-14:10-1.2.1
Jammer F8.1 “Porcus Major”: 50 W CW: L1

14:20-14:30-1.2.4

Jammer F8.1 ”"Porcus Major”: 50 WCW: L1, G1, L2, L5

14:40-14:50-1.3.5

Jammer F8.1 "Porcus Major”: 50 W sweep: L1, sweeprate: 1 kHz, BW: 6 MHz

15:00-15:10-1.3.8
Jammer F8.1 ”"Porcus Major”: 50 W sweep: L1, G1, L2, L5, sweep rate: 1 kHz, BW: 6 MHz

15:20-15:30-1.4.1

Jammer F8.1 ”Porcus Major”: 50 WPRN: L1, Chiprate: 3 MHz
15:40-15:50-1.4.4

Jammer F8.1 ”Porcus Major”: 50 WPRN: L1, G1, L2, L5, Chiprate: 3 MHz
16:00-16:14-1.6.1

Power ramping with Jammer F8.1 ”Porcus Major”:

0.2 yW (-37dBm) to 50 W (47dBm) with 2 dB increments PRN: L1

16:25-16:39-1.6.4
Power ramping with Jammer F8.1 "Porcus Major”:
0.2 yW (-37dBm) to 50 W (47dBm) with 2 dB increments PRN: L1, G1,L2, L5

16:50-18:05-1.8.1
Jammer F8.1 ”"Porcus Major”: 50 W PRN pyramid: E6, E5b, L5, G2, L2, B1l, G1, L1

Debrief (mandatory!) - 18:30 - 19:00

14:00-14:12-1.1.1
Jammer S1.1

14:32-14:44-1.1.8
Jammer U1.1

15:04-15:16-1.1.13
JammerH1.2

15:36-15:48-1.1.18
Jammer H3.3

16:08-16:20 - 1.1.20
Jammer H6.1

16:40-16:52-1.1.22
Jammer H6.3

17:12-17:24-1.1.26
Jammer H8.1

17:44-17:56-1.1.29
JammerH2.1

14:16-14:28-1.1.4
Jammer S2.1

14:48-15:00-1.1.12
JammerH1.1

15:20-15:32-1.1.16
Jammer H3.1

15:52-16:04-1.1.19
Jammer H4.1

16:24-16:36-1.1.21
Jammer H6.2

16:56-17:08 -1.1.23
Jammer H6.4

17:28-17:40-1.1.27
Jammer F6.1

15:00-18:00 Test1.11.7and1.11.8
Driving in front/behind multi-band
jammer (H 6.5) 18 available spots

JAMMERTEST 2024 — September 9t — 13t




If you are a
bad
man/woman

these (Nkom)
guys will come °© £
find you and stop &% .
you! 7

causing some
unintentional
Interference.....
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Test area 1.:
overview of

Blelk and HQ
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Non-test vehicles
parking

Workshop
(for-equipment
fixing)

Test area 1.:
overview of

Blelk and HQ

- - ’
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4 Participant
antenna
placements

Test vehicle .- ! 3
parking
Test vehicle parking
: ; &
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Test area 1.

walking way
from parking to

HQ
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Live Youtube stream

https://www.youtube.com/watch?v=DTZM 4PvKAA

(Time) phase difference (A GNSS-time and JV /

time reference)

/

RF-feed antenna position (GPS+Glonass

Log and MQTT

Spectrum

Youtube channel

-

Phase Difference (Linear residual)

Incident log

¥

~

%
<

Averaging window: 20 seconds Text
+5.00E-8s \KgmApp!icatnon started
+4.00E-8s 13:52:01Connected to
+3.00E-8s ROHDE&SCHWARZ,PR200,100.883/002,V03.1
+2.00E-8s 13:52:020.3.1 Ad hoc test started at 2024-09-07T11:52
e | g (recording)
0.00E+0s "’ G : 13:54:44Recording ended after 2 minutes
~1.00E-8s ” 15:45:04Test 0.3.1 ended
e 15:45:060.3.1 Ad hoc test started at 2024-09-07T13:45
3.00E-8s 3
(recording)
4.00E-Bs
— 15:45:14Recording ended after 8 seconds
\ Os < 680s 1020s 1700s 2380s Q‘T TQSt 031 ended
L5/E5 Sb 25 R G2 E6 L1/E1 G1

.

Thrssrsain. oo
Y Y
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wa Nasjonal kommunikasjonsmyndighet
O M 317 subscribers

£\ Subscribed v

w5 P £ Share [ save
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https://www.youtube.com/watch?v=DTZM_4PvKAA

Marking of cables
and antennas

Mark all cables at all passings (like
windows and cable tunnels), and
connections (e.g. at distribution points)

Mark all antennas

JAMMERTEST 2024 — September 9t — 13t
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Test area 2.
Grunnvatn
«Sandbox»

LNy

-
" e

Photo: David Jensen
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Stavadalen

Test area 2:

Low power jammers

8 timeslots for booking

Centrally planned tests from
testgroup 1, 1.19 & 1.20

Please contact Testnor
in the “Reception hall” for booking
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Small handheld jammers

Testcatalog.pdf

» Appendix A for details on position
markings for location 2.

* Appendix G for details on jammers.
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Test area 3:

Motorcade

Photo: David Jensen
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The site —
a public road E—

[ ]

Road number: 770
Distance: Approx 12 km TURNING POINT

Stave communal house /

Turning point: Nordmela Landhandleri
(small grocery store)

JAMMERTEST 2024 — September 9t — 13t




Facilities
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08:30 -
09:00

09:00 —
10:00

10:00 —
13:00

13:00 —
14:00

14:00 —
17:00

17:00 —
18:00

18:00 —
18:30

18:30 —
19:00

Mandatory brief, Bleik

Transport, set-up, safety briefing (if needed)

First test block

Lunch, at Stave

Second test block

Taking down equitment (and time for late-

running test)

Transport back to Bleik

Mandatory brief, Bleik

o

Statens vegvesen

Daily Schedule

There will be a light snack served during the
second test block.

Coffee and tea will be available through out
the day.

The shop at Nordmela is open, and we
encourage you to spend some money here

JAMMERTEST 2024 — September 9th — 13th




o

Statens vegvesen

Pre-planned activities

Booking for tests based on test catalog
Max 6 vehicles per test. 6 possible test drives.

1.11.7 og 1.11.8 combined 1.10.1, 1.10.2, 1.10.3, 1.10.4, 1.10.5, 1.10.6,
18 spots available in total 1.10.7,1.11.2,1.11.3, 1.11.7 and 1.11.8

Booking for pre-planned test

Booking for pre-planned test Booking for pre-planned test

Before lunch: 1.10.6 Before lunch: 2.6.1, 2.6.2, 2.6.3 and 2.6.4
18 spots available in total Max 6 vehicles per test

After lunch: 1.10.3 and 1.10.4 combined Before lunch: 2.6.1, 2.6.2, 2.6.3 and 2.6.4

18 spots available in total Max 6 vehicles per test




o

Important information -
How to book

Contact Karolina, Ragnhild or Testnor
at the registration on Monday at Bleik
Communal house

Ragnhild, NPRA

Every other day - contact Testnor

Ingrid, Testnor



mailto:test@test.no

Drive
responsible

All test vehicles must
have sticker and Zero tolerance for
warning light on (will driving under the
be handed out by influence
NPRA)

Car lights
must always
be turned on

Lol ek

L
>




@ationary high-power jamming with PRN

o R =Y ole o Ve Fa o o =Y o HE-Y= 1< T SRR

@ TESE: 20 W PRI L1 e oovee oo oo oo oo oo eeess oo eee e ees oo ee s e e eee oo ee oo 21

4.1.2 Test: 20 W PRN: L1, GL..coiiiiiiiiiiiii i e 21
4.1.3 Test: 20 W PRN: L1, G1, L2 ooiiiiiiiii it e s 21

/@ Test: 20 W PRN: 11, G1,12,15
4,1.5 Test: 20 W PRN: 30-minute jamming of L1, G1, L2, L5

<— Example of test group

<— Example of specific test

Test catalogue

V.S.
Da Time Location 1 Time Location 2 Time Location 3
¥ (location 1)|(Bleik) (location 2)|(Grunnvatn) (location 3) | (Stave)

Monday High power stationary jamming Book time slots on hourly basis Book time slots on hourly basis
(18.09.23) (jammer located at point A)
] -
I ral l S I I l I SS I O I I I al I 13:00 2.1.1 13:00 Grunvatn - Slot 2.1 13:00 Stave - Slot 3.1
13:202.1.4 14:00 Grunvatn - Slot 2.2 14:00 Stave - Slot 3.2
13:40 3.1.1 15:00 Grunvatn - Slot 2.3 15:00 Stave - Slot 3.3
H < - - 16:00 Grunvatn - Slot 2.4 16:00 Stave - Slot 3.4
Exam ple Of hOW SpeCIfI C 14:204.1.1 17:00 Grunvatn - Slot 2.5 17:00 Stave - Slot 3.5
tests are used to build 14:40 4.1.4 18:00 Finished 18:00 Finished

. . 15:00 4.1.5
the transmission plan 4054~
16:00 5.1.2

16:20 6.1.1

16:50 6.1.4

17:20 25 (all tests)
18:00 Finished

JAMMERTEST 2024 — September 9t — 13t




Test catalogue
and
Transmission plan

to be found at

jammertest.no

Ofsred0
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Jammertest reference signal distribution at Bleilk community house

Approx 10 m

10 (12 output) PPS/frequency
distribution amplifiers (9611)

Main hall
(lunch + meetings)

() Shared GNSS RF ‘ (.
@ 1 PPS distribution - s
® 10 MHz sine or square

Club room
(O White rabbit switch (available ports) H ‘ .

(O Undisturbed GNSS RF (very limited availability)
JAMMERTEST 2024 — September 9th — 13th



Updates will be published inTechnical Appendix C

RF and timing  |Access to White Rabbit Switch: Contact
signal Justervesenet

distribution Access to undlsturbed GNSS RF: Contact
Justervesenet

JAMMERTEST 2024 — September 9t — 13t




GNSS
correction data

The Norwegian Mapping Authority (NMA / Kartverket) provides GNSS reference
(correction) data free of charge during the Jammertest week.

3 options (2 for real-time data, 1 for stored data):
« CPOS (Network RTK service). Requires NMEA input from user equipment.

« RTCM data streams from individual GNSS reference stations nearby the test areas
(distances ~ 10 - 60 km). Does not require NMEA input from user equipment.

« Stored RINEX data for post processing. A cloud storage folder ("Nextcloud") can be
shared with participants upon request to anders.martin.solberg@Kkartverket.no

More information and access details is published at (participant login needed)

https://lammertest.no > Jammertest 2024 > Program > GNSS reference data

The free access of real-time data will then be available until the end of Jammertest
2024. RINEX data will remain available several weeks after the event.

See also:

https://www.kartverket.no/en/on-land/posisjon/user-guide-positioning-services

https://www.kartverket.no/en/on-land/posisjon/guide-to-cpos
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Space Weather

A super short introduction to space weather
from a GNSS perspective

Kartverket

NASA/SDO by g gad ' : y . (Getty Images: Jose Luis Stephens / EyeEm) -

Credit: ISS




Coronal Mass Ejections

(CMES)
Giant clouds of plasma escaping from the Sun

@ Mars @ Mercury @ Verus BJuno C
O Earth WM Stereo,A M Stereo.B M Messenger O

ne . 20NG021 LAT = 3.82° N9O  LON

_ L

Earth shown
for size comparison

- .~

€90 ° S90
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Solar Wind vs Earth

The magnetic field of the Earth deflects
most of the solar wind particles




Some high-latitude regions are particularly

affected by space weather activity

« The Auroral Oval
« The Polar Cusp

Magnetotail

»-
7 Deflectéd solar wind particles

Incoming sgfar wind: particles

Plasma sheet

¥an Allen radiation belt ‘

Solar wind

Earth's atmosphere
0=100km

Bow shock>
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Example of impact on GNSS positioning using Network RTK
G3 Geomagnetic storm in 2011

ROTI index for HFSS

6
=]
E4
S
Lfn\ﬁ@l@ &L—?&ﬁ; o‘% "‘@’r L__’1 =
OV @ s : : : i ]
R i o 0 -
. © o) d Performance of stations close to HFSS
N65% F CHOE T NRR 100 (Stations: hfs4, opec, osls, hedc, vegc, skrc, arnc and mysc)
~®@"' ® ’ 80 B0 \.;r;erag Xs] percentag'e Of'"sétéllltes that are NOT sol
o o> @) —~ 60
® s
) Gg £ 40
Meridian' '« %@ ) ¥ 0 WA Ay
2 ,® ;
E-559% @(9@ @ % ; GNSS monitor close to HFSS
® o 0RO T T 35 I : —
Q@ | WNorway ¥ ) { 3 ec Standard deviatio
OF o S8 s 2.5
%@ % e Qe_foss £.2
0250 =15
@oL e 1
o®® | r 0.5
o / :f 0
&/ A Sy GNSS monitor close to HFSS
Gl BN, [/ 58 ' 507580 btdndard Geliztd —
S 4 r3 a "
N55: ‘1" " \,j-f.l}u Pl = 2
E15
= A1 E
0.5 Bttimd® . .
0 E T i e | bRt
0 5 10 15 20 25 30 35 40 45

Time since start of 2011-10-24 (hours)

From the paper “Observed effects of a geomagnetic storm on an RTK positioning
network at high latitudes” by Jacobsen et al. (http://dx.doi.org/10.1051/swsc/2012013)
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Network RTK: Disruption scales with distance from network receivers, and is generally
much worse at night
Absolute vertical error, Mag.Day-time (08 to 15 UTC)

20 . . .
=6~ Median NB: Local time = UTC +
. 15 [ | ¢ 95th percentile i 1h/2h
-
based on data from an gl — ]
entire year (2021). " * e A
o == © ——60— - ©
: e 0 5 10 15 20
This quantifies normal
condition near : Absolute vertical error, Mag.Night-time (20 to 03 UTC)
Tromsg, vyhere_rr_un_or 20 Hem rodim | |
ionospheric activity is 15 || 9sth percenie _
common at night. | |---0.63+0.07* distance
€10 | |---1.45+085* distance -
5 .
0 | . 4 | O
0 5 10 15 20
Distance from TRO1 (km)
SINTEF From the paper “Study of time- and distance- dependent degradations of network RTK performance

at high latitudes in Norway” by Jacobsen et al. (https://doi.org/10.1007/s42452-023-05325-8)
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lonospheric gradients may threaten GNSS
support systems
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Jamming vs
Space Weather

Plasma-
structure

Space weather

disturbancesare 8 -~ 7 Jamming is additional

caused by plasma noise transmitted at the
structures in the Jammed same frequency.
ionosphere. + SWX _
You are affected while
you are in the coverage

They change the : :
region of the jammer.

signal itself, so the
signal does not
recover after

leaving the
ionosphere.  SWX

Terrain will block the
effect.

Jammer




lonosphere monitoring service

seSolstorm

Na Arkiv Hjelp Om seSolstorm Nedlasting

https://sesolstorm.kartverket.no/moreplots.xhtml

 Webpage in Norwegian language. Google Translate
probably helps quite a lot. Captions in English.

 Data based on national reference stations networks in
the Nordic countries.

* Interactive plots:
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https://sesolstorm.kartverket.no/moreplots.xhtml

FM radio:
Radio Noise
99.0MHZz
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Communication channels

During Jammertest organizers and
participants will use the following

. : communication channels:
Communication
channels Youtube Live spectrum stream
*Synology chat

FM Radio

‘MQTT live test log
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Drones

Only fly with Drone Flight Officers
Permission

Maximum height 400 Feet (120 Meters)

Meet with the DFO after the briefing if
you plan to fly!

Rivig

Statens vegvesen

VEGKART

“" | PP |O

ANDENES

Fiskenes

Skarstein

Breivik
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Have you
registered your

vehicle?
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Bleik community house lunch: 13.00 - 14.00

. unch Cakes: 15:00

Stave community house 13 - 14.00 (50 pax)
Cakes: 15:00
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Monday: 20.00, Fyrvika, Andenes Pizza buffet NOK 300 (approx. €25) per
person, pay at the door.

Tuesday: 18.30-20.00, Possible to buy dinner at, Andgya Space, Bleiksveien
46, Andenes

SOCIaI Wednesday:
gatherlngS Options for dinner:

- Utsikten Bar og Bistro, Nordmela
- Arresten, Andenes

- Restaurant Lysthuset, Andenes

Thursday: 18.30, Tapas evening & sharing of results, Bleik communal house
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Fyrvika Andenes As Q X § B=E v Y1 Restauranter | I*m Hoteller | [0 Aktiviteter | @& Kolleki >

FerI k a Fyrvika Andenes As st

5,0 3 ® /"
A N d enes Oversikt Anmeldelser
Hvalsafari AS 9

)
2 O O O ° N @ 2 < I ' Fyrvika Andenes As
. Send til Del

Veibeskrivel  Lagre | nzerheten
se telefonen

oo

Y,
E Varmefag/Andenes -

@ Linds gate 2, 8480 Andenes Rqsrl\e@mester Jan Ell...

|
. - *  84F8+6V Andenes /
@ Gjgr krav pa denne bedriften ////
'/
/ Foresla en endring
Anc/i/enes

Legg til manglende informasjon ©)

\. Legg til bedriftens telefonnummer
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Share your
eXpe ri ence Official website: https://jammertest.no/
form

Jammertest

(

Official Jammertest Linkedin account: Jammertest

Share your #jammerteSt experience on Linkedin
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https://jammertest.no/

Have fun today!

-

David Jensen” .
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