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Techniques to protect a GNSS receiver from spoofing
Sophisticated Antenna Systems

Null Steering Beamforming

It creates "dead zones" to block fake signals. 

Requires 8-16 antenna elements.

High cost, large size and power consumption

Acceptable technique to counteract low-power GNSS spoofing

It strengthens authentic signals and weakens fake ones, making 
real signals clear.

Real efficiency starts at 4 antenna elements.

40-60 dB interference suppression level.

Effective against jamming and partially against spoofing 
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Techniques to protect a GNSS receiver from spoofing
Detect & Switch to Backup

Synchronization systems 
with Grandmaster cross monitoring 

RAW GNSS data monitoring
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GNSS spoofing in anti-drone systems GNSS spoofing in anti-drone systems 
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GNSS interference in 2023

Source: gpsjam.org
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GNSS spoofing on vessels to avoid sanctions

https://www.nytimes.com/interactive/2023/05/30/world/asia/russia-oil-ships-sanctions.html
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GNSS jamming/spoofing on vessels
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GNSS jamming/spoofing on vessels
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Why is spoofing trending right now?
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https://gpspatron.com/680-forks-on-github-for-gps-signal-simulation/

680 Forks on GitHub for GPS Signal Simulation
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Attack scenarios. GPS spoofing with HackRF One

Attack cost - 320 USD
Attack time - from 15 seconds to 5 minutes

Protection - use multi-GNSS receivers
Detection at the system level is easy

GPS-only
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RF Amplifier + directional antenna

Output power 10W 4 dB antenna gain
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Attack Scenarios. GNSS spoofing with HackRF One, jammer and amplifier

Attack cost – 1.5k USD
Attack time - from 15 seconds to 5 minutes

System-level detection is not possible if all time 
servers are being covered
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Non-coherent Coherent

Generation of a fake GNS signal that is completely 

identical to the real one. 

Instant switching to a fake signal –>  imperceptible, 

smooth drift of LLA or PPS phase

Types of GNSS Spoofing

Generation of a fake GNSS signal not synchronized

with the real one.

Incorrect coordinates, time, pseudo-distance,

Doppler, etc.

The first step of the attack requires suppressing the

real signals so that the receiver under attack goes into

tracking mode and switches to the fake signals.
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Non-Coherent Attack Example
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Coherent attack example with gradual coordinate shift



www.unitess.ru

Data Formats for Analysis

NMEA Proprietary binary data format (UBX )

• Timestamp

• Coordinates 

• Velocity

• Signal to noise ratio

• Number of visible sats 

• Gain

• RF Spectrum

• Residuals 

• Pseudorange  

• Doppler

• Carrier Phase & Lock Time
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Coordinate Monitoring

Advantages: the most simple algorithm
Disadvantages:
• late detection - you will only detect spoofing after your receiver has successfully spoofed.
• GNSS generator can simulate your coordinates 
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Coordinate Monitoring Weakness - Late Detection
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Coordinate Monitoring Weakness - A time-only attack
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CN0 Average Monitoring

Advantages: Spoofing early detection. It is easy to set limits for powerful spoofing detection
Disadvantages:
• GNSS generator can simulate any value of signal-to-noise ratio.
• It is difficult to set thresholds to detect low-power spoofing combined in combination with an acceptable false alarm rate.
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CN0 Average Monitoring Weakness - Minor CN0 shift

A successful attack
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CN0 Average Monitoring Weakness - Large CN0 deviation under normal conditions
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Monitoring of CN0 distribution between satellites
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CN0 monitoring for each satellite
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Pseudorange residuals monitoring for non-coherent spoofing detection
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Pseudorange residuals monitoring for non-coherent spoofing detection
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Spectrum, power & gain monitoring
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Spectrum, power & gain monitoring
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DataStream Authentication

GPS Subframe. 6sec

ToW
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GNSS receiver glitches due to spoofing

Does not restore tracking of real satellites after spoofing off
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Dataset from Ublox
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Data correlation example



www.unitess.ru

GPSPATRON Concept of Operation

GP-Probe conducts GNSS signal measurements and transmits raw data to the GP-Cloud for real-time processing.
GP-Cloud uses advanced anomaly detection and classification algorithms.

GP-Cloud

High-performance 3-channel probe One-channel probe
Data

streams

Statistics
User notification
API for integration
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GP-Probe DIN L1
Designed for telecom to monitor GNSS interference and synchronization quality

Cost-effective GNSS probe with built-in RF blocker, onboard GNSS interference/anomaly detection and LUA scripting.
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GP-Probe TGE2
Three-channel GNSS probe with an embedded RF signal analyzer

• Three RF channels enable spatial signal analysis to ensure detection of all sophisticated GNSS spoofing attack scenarios.
• 60 MHz real-time RF signal analyzer for spectrum monitoring, interference classification and localization with TDOA.
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An example of proper classification
5 minutes of initial jamming. Then spoofing GPS + Galileo in combination with GLONASS jamming
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Low power spoofing detection
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THANK YOU Maksim Barodzka
CEO @ GPSPATRON
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twitter.com/gpspatron

for your attention
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